ELIABILIT

Cyber Security Standards Workshop

A workshop for Bulk Power System owners, operators, and users who must
comply with the NERC Cyber Security Standards (CIP-002 — CIP-009)
Sponsored by the ReliabilityFirst Critical Infrastructure Protection
Subcommittee.

Introduction

The North American Electric Reliability
Corporation (NERC) Reliability Standards CIP-
002 through CIP-009 provide a framework for
identifying and protecting Critical Cyber Assets
to support reliable operation of the Bulk Power
System. These standards were approved by the
Federal Energy Regulatory Commission (FERC)
on January 18, 2008.

The overarching objective of this workshop is to
provide examples of how Registered Entities
within the ReliabilityFirst region are
approaching compliance to these standards and a
forum for the exchange of ideas on
implementation.

Prerequisite

Workshop presentations will assume attendees
are familiar with the CIP standards which are
available at
http://www.nerc.com/~filez/standards/Reliabilit
y Standards Requlatory Approved.html.

Workshop Presenters
Presenters/panelists are volunteers from
ReliabilityFirst Registered Entities who are actively
engaged in implementing solutions to be compliant
with the CIP Reliability Standards.

Workshop Objectives
e Understand the scope and content of the
cyber security standards.

Understand the elements in risk assessment
methodologies used to identify Critical
Assets

Understand the elements to consider for
establishing an Electronic and Physical
Security Perimeter

Understand how an entity demonstrates
compliance to the Cyber Security standards.

Be aware of the decisions individual entities
must make to determine how they will
become compliant with the new cyber
security standards.

Who Should Attend

Employees of Registered Entities within the
ReliabilityFirst region who will be subject to the
CIP Reliability Standards, including:

0 Reliability Coordinators
Transmission Owners
Transmission Operators

Balancing Authorities

Interchange Authorities
Transmission Service Providers
Regional Reliability Organizations
Generator Owners

Generator Operators

0 Load Serving Entities
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Registration is open only to persons employed
by Registered Entities of ReliabilityFirst.



Locations and Dates

June 9-10, 2008

Cleveland Airport Marriott
4277 West 150" Street
Cleveland, OH 44135

Registration

As this workshop is open only to persons
employed by Registered Entities within the
ReliabilityFirst region, advance workshop
registration is required. Registrations must be
received by ReliabilityFirst not later than close
of business May 30, 2008. Walk-in registration
during the workshop will not be accepted.

Please complete the attached registration form
and send it via email to (larry.bugh@rfirst.org)
or Carol Cooper (carol.cooper@rfirst.org) or fax
to (330.456.3648) no later than close of business
May 30, 2008.

The Cleveland Airport Marriott hotel is holding
a block of rooms for the night of June 9, 2008 in
the name of ReliabilityFirst at a rate of $139
plus tax. Contact the hotel at 216.252.5333 or
1.800.228.9290 to reserve a sleeping room.
When making your reservation, please mention
the ReliabilityFirst workshop for the event rate.
The hotel has set Monday, May 19, 2008
as the cut-off date for room reservations.
These rooms are being held on a first-come first-
served basis.

Attire
Attire for this workshop is business casual.

Agenda
Day 1 (12:00 p.m. -5:00 p.m.)
CIP Standards Overview

Risk-Based Methodologies

Security
e Electronic Security Perimeter
e Physical Security Perimeter
e System Security

Q&A sessions.

6:30 p.m.
Buffet Dinner with “topic tables” for continued
discussion

Day 2 (8:00 a.m.-4:00 p.m.)
Security Information Management
Pain Points
e Methods for Documentation
e Policies and Procedures
e Background Checks
e Employee & Management Buy-in
Technical Feasibility and Exceptions

Disaster Recovery, Incident Response & Reporting

Q&A sessions






